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Mountain Star FCU wants to protect our community,
members and employees by doing what we can to
flatten the disease's curve. At this time and until further
notice our lobby will remain closed. Management is
meeting on a weekly basis and reassessing the situation
by monitoring all the developments happening in our
community. To fight this virus, we have to stand firm
with everyone who is working to contain the spread.

STAY ALERT- DON’T BE A FRAUD VICTIM
When it comes to fraud and scams, you can always assume that if something is too good to be true, it probably is.
Scammers will always look for vulnerabilities in their victims and in these time of uncertainty it is easy to prey on those
individuals. It is important that our members know certain things to look for to avoid future losses. You’ve probably heard
about skimming devices placed on ATM’s and gas pumps and here is a list of other typical scams that you should be aware.


Scammers will often tell you to go buy a popular gift card, frequently, iTunes, Google Play, or Amazon. Con artists often
insist that people wire money, or send funds immediately using companies like Western Union, because it’s nearly
impossible to reverse the transactions or trace the money. Don’t wire money to strangers, to sellers who insist on wire
transfers for payments, or to anyone who claims to be a relative or friend in an emergency and wants to keep the
request a secret. Also, many “secret shopper” job offers are scams to get you to deposit their bad check and send to
them good funds. Always allow checks received to clear your account first, usually five business days.



Anyone who calls you claiming to be from the IRS and offering to process your Economic Impact Payment is
impersonating the IRS. Do not share any personal or financial information with these scammers. Please report this
activity to TIGTA.gov. The IRS will not call you, text you, or e-mail you to prompt you for more information as a
prerequisite to getting an Economic Impact Payment.



Dishonest merchants bill you for monthly “membership fees” and other goods or services without your authorization. If
you see charges you don’t recognize or didn’t ok, contact your bank, card issuer, or other creditor immediately.



Only do business online with places you know. Never send cash or wire funds to them before you receive your items.
It’s best to use payment protected plans such as credit cards or online pay services such as Pay Pal.



If someone contacts you with low-risk, high-return investment opportunities, stay away. When you hear pitches that
insist you act now, that guarantee big profits, that promise little or no financial risk, or that demand that you send cash
immediately report them at the ftc.gov.

Always remember that if you are ever in doubt of any request, simply call us at (915)544-2215 and we can help you
determine if it is legitimate or fraudulent.

Questions or comments? Email us at memberservices@mountainstarfcu.org or call 915.544.2215

